Abstract. Security analysis of computer systems studies the vulnerabilities that affect an organization from various points of view. In recent years, a growing interest in guaranteeing that the organization makes a suitable use of personal data has been identified. Furthermore, the privacy of personal data is regulated by the Law and is considered important in a number of Quality Standards. This paper presents a practical proposal to make a systematic audit of personal data protection -within the framework of CobiT audit -based on SIREN. SIREN is a method of Requirements Engineering based on standards of this discipline and requirements reuse. The requirements predefined in the SIREN catalog of Personal Data Protection (PDP), along with a method of data protection audit, based on the use of this catalog, can provide organizations with a guarantee of ensuring the privacy and the good use of personal data. The audit method proposed in this paper has been validated following the Action Research method, in a case study of a medical center, which has a high level of protection in the personal data that it handles.
Introduction
Information Systems (IS) audit has become increasingly more common in recent years, in order to analyze and to evaluate the planning, control, effectiveness, security, economy and adjustment of the computer infrastructure of the company.
A security audit according to ISO 7498-2:1989 (Information Processing SystemsOpen Systems Interconnection -Basic Reference Model) is: "An independent review and examination of system records and operations in order to test for adequacy of reuse of these requirements helps to increase quality by detecting and correcting errors of inconsistency and ambiguity and favoring later use in new projects [29] .
We present an approach for making an audit of data protection based on the use of a reusable requirements catalog of data protection [30] developed according to SIREN. This research arises from the experience acquired after applying this audit method of personal data protection at a medical center using the Action Research methodology [2] .
Our IS audit proposal, has a direct correspondence with the CobiT Framework (Control Objectives for Information Technologies), in its latest version (2005) [7] , which is widely accepted by the international community of IS auditors and CIOs.
This proposal is expected to help fulfil those CobiT control objectives that deal with issues of privacy, since the use of the SIREN PDP requirements catalog facilitates identification and verification of the fulfilment of the requirements related to these aspects.
The paper is structured as follows: in Section 2 the CobiT Framework is explained briefly. In Section 3, the audit method proposed is described, including a section where the SIREN method is described briefly, together with the improvements made to the personal data protection requirements catalog. In Section 4, the phase of practical application of our study case is described. In Section 5, some related works are presented and compared to our proposal. Finally Section 6 shows the conclusions, indicating the lessons learned after this application, and some further work.
CobiT Framework
The principal objective of the CobiT project [7] is the development of clear policies and good practices for the security and the control of Information Technologies (IT), with the purpose of obtaining worldwide approval and support of commercial, governmental and professional organizations. CobiT has been developed by the ISACA [17] , the most important professional association for the regulation of the practice of the computer audit in the world. CobiT is designed to be used by three types of different users: Management, Users and Auditors. CobiT can be seen as a "bucket" of 3 dimensions: Business Requirements, IT Resources and IT Processes. Fig.1 shows this bucket where the parts related to our work are shaded.
E ff e c ti v e n e ss E ff ic ie n c y C o n fi d e n ti a li ty In te g ri ty A v a il a b il it y C o m p li a n c e R e li a b il it y DOMAINS ACTIVITIES PROCESSES Business Requirements I T R e s o u r c e s The proposed methodology in this audit work follows the same structure and processes proposed in CobiT, since we offer requirements documents with direct correspondence with CobiT Control Objectives that will help the accomplishment of the audit and also a procedure to follow, which is compatible with the CobiT process. Our main contribution is the use of a PDP requirements catalog, elaborated according to the method of Requirements Engineering SIREN. It helps to specify the requirements corresponding to the control objectives related to legal aspects of Personal Data Protection and also helps in the later verification of its fulfilment.
Corresponding to each of the 34 high level control objectives defined in CobiT, there exists an audit guide that allows the checking of the IT processes against the 214 detailed control objectives recommended by CobiT and thus provides the Management with confirmation of its fulfilment and/or suggestions for its improvement.
Some correspondences between the CobiT Control Objectives and the requirements of our SIREN PDP catalog are the following (examples of requirements can be seen in section 4. 
Audit Method of Personal Data Based on Requirements Engineering
In this section we present a practical method to perform an audit of personal data on an IS. This method is an extension of a general audit process, based on CobiT, with the use of a requirements SIREN catalog of Personal Data Protection. In the following two sections we show how a method of Requirements Engineering based on reusability, as SIREN, contributes to improving the audit process (section 3.1) and to defining the explicit phases to carry out this personal data audit (section 3.2).
SIREN: a Method of Requirements Engineering
Starting from a set of requirements which have been specified for other projects or domains, we can improve the precision and efficiency of the requirements specification for the current project and we can also reduce the time to elaborate this specification. In order to explore the benefits of requirements reuse, our group has proposed SIREN (SImple REuse of software requiremeNts) [30] as a practical way to deal with requirements reuse. Specifically, we distinguish in SIREN a double process model:
• SIRENc, which considers pre-existing catalogs of reusable requirements in a repository and obtains the requirements specification of the current project from them.
• SIRENp, which is the necessary process model for the creation of these requirements catalogs, i.e. the reusable products.
SIREN requirements catalogs contain reusability requirements organized within a hierarchy of requirements specification documents which is structured according to IEEE standards [15, 16] . One of the catalogs related to this proposal is the PDP catalog [30] .
In SIREN, each requirement has a minimal and common set of attributes (i.e. source, state, etc.). Additional attributes can be defined depending on the type of the requirement. Requirements are organized in the catalogs by means of types. For example, the types SRSP and SYRSP refer -respectively-to the PDP requirements contained in the SRS (Software Requirements Specification) and SyRS (System Requirements Specification) documents that correspond to the PDP catalog.
Additionally, other two requirements documents exist in the PDP catalog: the Software Test Specification (STS) document and the System Test Specification (SyTS) document.
In order to be able to validate the requirements, these must be quantified in the SyRS and the SRS. In test specification documents (SyTS or STS) testing criteria will be specified to ensure that the system or software fulfils the requirements specified.
This way, for each one of the requirements identified in the SyRS is necessary also to specify how that requirement can be checked, by means of a textual description of the process to follow. We think that the SyTS could be very useful in the PDP catalog because the privacy policy of the organization can be defined directly from the SyTS. This policy will include a list of questions related to the data protection, which could be easily checked. The role of the STS document is to define when a requirement included in the SRS is fulfilled. This document helps to study if the requirements are fulfilled with the purpose of taking the measures to correct them and/or to verify its degree of fulfilment.
One of the common attributes is the exclusive traceability relationship, which means that the requirements involved in the relationships are mutually alternative. In SIREN we also have parameterized requirements, which contain some parts that have to be adapted to each application or system and have to be instantiated when it is reused.
The Personal Data Protection Requirements Catalog
The PDP catalog is compatible with PDP Spanish legislation, namely the Constitutional Law 15/1999, (LOPD) [27] , the Security Measures Regulations of Automated Files which contain personal data (RMS) [28] , Directive 1995/46/CE [8] , Regulation 45/2001/CE [22] and Directive 2002/58/CE [9] .
The LOPD seeks to gather the requirements for an IS to guarantee protection in issues relating to the handling of personal data, civil rights and the fundamental rights of the individual, and especially those relating to individuals' honor and personal privacy. On the other hand, the RMS seeks to determine the measures of a technical and organizational kind that guarantee the confidentiality and integrity of information in order to preserve honor, personal and familial privacy and the full exercising of personal rights against any alteration, loss, handling or non authorized access.
Any IS that incorporates the requirements defined in this catalog will be able to successfully meet the demands of the Spanish Legislation [32, 33] as regards the processing of personal data, and in accordance with the level of protection demanded. In the same way, this is applicable to any member state of the EU, since a shared base [8, 9 and 26] for the development of its own laws is established.
Therefore, the application of the PDP catalog for a personal data audit on a certain organization is simple, because it is sufficient to verify that the audited organization fulfils one by one the requirements established in the PDP catalog.
The PDP catalog proposed in this work, is more powerful than traditional checklists used to perform audits, since the information associated in form of attribute to each requirement, provides to the auditor a more complete guide to carry out the audit. In addition, thanks to the reusability, the catalog can be updated and revised in a continuous way. Furthermore, by means of, traceability, requirements with a dependency relationship can be easily tracked.
Additionally to the presented advantages of the use of PDP catalog for an auditor, a requirements engineer who has to develop a software system that must fulfil privacy legal requirements, will also take advantage of it, because of having gathered, in an understandable language for him, those requirements imposed in the different laws which regulate this matter, normally in more legal terms.
The sources used to write the present requirements of the PDP catalog, in addition to the directives mentioned, LOPD and RMS, were the directives and regulations of communitarian right related to electronic communication and data processing [9, 22] , and CobiT [7] .
Another aspect that improves the catalog is the handling of exceptional cases, which occur with some frequency in texts of a legislative nature. These exceptions are reflected in the attribute exception, associated to each of the requirements of the catalog, to ensure that the catalog is complete and self-sufficient.
The PDP catalog used for the audit presented in this work is currently composed of 150 requirements, and has 75 traceability relationships between the requirements defined. The requirements of the catalog, in addition to the text itself, have associated self-information (attributes with information on each requirement) which enriches the requirement. At the moment there are 18 attributes defined, among which stand out: source, exceptions, security level, motivation and fulfilment.
Phases of the Audit Method
The personal data audit method proposed in this paper consists of the phases described in Fig 2. The phases are detailed as follows:
Phase 1.-Previous analysis of the company's situation.
This consists of an initial interview in which it will be necessary to specify the reach of the audit in order to draw up an initial budget. The aim is to obtain all types of information on the handling of the data that the company uses.
Phase 2.-Activities of the audit.
• Activity 2.1.
-Requirements verification with initial questionnaires (checklists).
After various interviews with personnel of the organization, the auditor fills out initial questionnaires (checklists) with questions related to security, with emphasis on aspects of personal data protection. The auditor weighs up the value of the answers, and draws his own conclusions.
• Activity 2.2.-Requirements verification with SIREN PDP catalog. The auditor will make verifications in the system of the audited organization to verify the fulfilment or non fulfilment of the requirements contained in the catalog. These verifications will be made with the support of the personnel responsible for the organization, who, as far as possible, facilitate the task of the auditor. This verification is simple, because it is sufficient to choose those requirements of catalog that are of application in the audited organization and to verify one by one if they are fulfilled or not in the IS of this organization. For example, if a high level of protection is demanded of an organization in its data, the auditor will extract from the catalog those requirements necessary to reach this level of protection and will verify if these requirements are present in the organization. This extraction or filtrate of requirements of the catalog is possible thanks to the use of the self-information that a requirement has associated, in this case through the attribute security level.
Phase 3.-Fulfilment tests.
In this phase it has to be proved if the system is working as expected. The risk that exists to the organization if some of the evaluated measures are not fulfilled also has to be checked. To carry out the tests, the SyTS and STS documents of the SIREN PDP catalog will be used, which offers the advantage that any person (just incorporated or inexperience), could make the tests in a simple and systematic way. For example, for a requirement of the SyRS which specifies the system performance when it is performing a concrete operation, the test requirement, included in the SyTS document, that check it, has the following textual description: "the person in charge of security of the organization will execute [Number of applications simultaneously] in [Number of computers], and will observe the behaviour of the system, measuring the used time to execute all these applications".
Phase 4.-Preparation and writing of the final report.
The function of the audit will be exclusively in writing. Therefore, the writing of the report must be the final item, as a result of the evaluation made. The main contribution of this paper to a common audit method is centred in Activity 2.2, where a verification of the systems of the audited organization is made, based on reusability requirements SIREN PDP catalog [30] . Our correspondence with the CobiT Framework is determined by the following: − Catalog SIREN (document of requirements) is compatible with CobiT documents. − Process SIREN is compatible with the process defined in CobiT. − Catalog SIREN includes requirements extracted from the LOPD (related to CobiT control objectives) and others directly take out from CobiT, among other sources.
Practical Application of the Audit Method of Personal Data Based on Requirements Engineering
The results shown in this work have been validated in a real practical case used to define a generic personal data audit method. The use of our catalog in the personal data audit method has been put into practice in an organization with 60 employers approximately, within the health sector (a clinic), which is subject to a high level of protection, according to the RMS. For the sake of confidentiality, the name of the organization is not included. For the design of this study case we have decided to use a qualitative investigation method in software engineering, called Action Research (AR) [2] , which is explained below.
Design of the Study Case
The application of AR implies a cyclical process where the different parts implied participate in the investigation, which examines the existing situation (considered problematic) with the aim of changing and improving it. AR is one of the few valid approaches for studying the effects of specific alterations in development and maintenance methodologies of systems in human organizations [3] . Using the terminology of AR the following roles and participants have been considered in this study case:
• The 'researcher' is the Software Engineering Research Group of the University of Murcia.
• The 'object under research' is the application of the PDP catalog in an audit process in a health sector organization with a high level of protection in the files of personal data it handles.
• The 'critical reference group' (CRG), in other words, the one for which the research is made because it has a problem that needs to be solved. This group is formed by the members of the audited organization, which in this case is the medical center. According to AR, the CRG also has to participate in the research process, although in a less active way than the researcher.
• The 'stakeholders' are organizations who can obtain benefits from the results of the research, in particular, the members themselves of the CRG and, in general, other organizations whose activity is similar to that of the audited organization.
In this research, a participative application of AR has been made, in which the CRG puts into practice the recommendations made by the researcher, and shares its effects and results.
Practical Application of the Audit Method
The organization object of the study has offered, since 1988, all health care services, including therapeutic and diagnosis surgery related to different medical specialties, in response to demands of the more than 5000 patients who visit its facilities monthly (according to data collected from the personnel of the organization). This organization has held the certificate of quality according to standard UNE-EN-ISO 9001:2000, for all the clinic's activities (consultancy and medical clinic) and for all the areas (commercial, marketing, management, etc.), since May of 2004.
Once the information obtained from the personnel of the audited organization, through the different interviews made in Phase 1 of the audit has been analysed, Phase 2 can be completed, using two work tools:
• Questionnaires. After the interview to fill out these, and a weighting of the answers, we conclude that the organization has, at first sight, an acceptable level of security. We can not be more precise at the moment because this is a subjective point of view. With the next activity we will be able to be more objective.
• SIREN Personal Data Protection Catalog. In order to carry out this activity, a meeting with the personnel was held, where fulfilment, or non fulfilment, of the requirements of the SIREN PDP catalog was reviewed individually.
The results obtained after this verification were satisfactory for both parts (audited Organization/Research Group), with a 61% fulfilment of the requirements contained in the catalog relative to organizations of high level of security LOPD/RMS. Some examples of the fulfilment or non fulfilment of the requirements of the catalog in the system of the audited organization are the following:
Requirement 61. High level of security: The backup copies and procedures of data recovery will be conserved in a different place from that of the computer equipment that handles them.
Not fulfilled. The backups are conserved in a hard non-flammable box that is in the same location as the computer systems.
Requirement 62. High level of security:
The transmission of data of a personal nature through telecommunications networks will be made by encoding these data or using any other mechanism that guarantees that the information is neither intelligible to nor manipulated by third parties.
Fulfilled. This is done by means of connections encoded through Lotus Notes clients or Remote control software (Remote Administrator).
Once the two first stages of the audit method have been completed, the appropriate tests to verify the operation of the system were made. Finally, the Final Report was written as result of the evaluation made.
Lastly, and after the audit, the organization will implant the solutions and proposed security measures in our audit. It is important to emphasize that the implantation of such measures is not part of the audit method, since a basic principle of the audits, is that these finish with conclusions and possible solutions, but never implement solutions themselves.
To complete the implantation of the proposed security measures after a personal data protection audit, the following activities have to be performed:
• Declaration of files to the Data Protection Agency [26] , which is the Spanish institution that oversees the fulfilment of the legislation about data protection and controls its application.
• Elaboration of the security document, which is a document that must be implanted by the person in charge of the file in which the security norm is reflected.
In this case, the audited organization is equipped with the measures required by law, as regards security and personal data protection, except for small deficiencies found, and these are the only ones that the system administrators of the organization will try to correct. In the same way, the obligatory security document for an organization which has a high level of protection is already written up suitably, so the measures to implant in the Medical Center are minimum.
Requirements not fulfilled in the audited system, as well as several problems that put the security of the system at risk, have been detected:
• After classifying the different files and reviewing the current declaration of the files with personal data, a deficiency in the procedure has been detected, since there exist data (profession, situation...) gathered through the computer application of the medical center, which have not been reflected in the files registered in the Data Protection Agency.
• After analyzing all the contracts by which the company can transfer personal data or communicate them for management by third parties, we have found a deficiency, because it is not reflected in the security document that the data can be transferred or be communicated to third parties. This information would have to be reflected in a visible form.
• After obtaining and reviewing the file with the list of users with access to personal data and their level of access, some incidences of security have been detected, since some users have authorization to access all the files of the company, when according to their position in the organization they should not.
Another aspect to consider in this study case is the biennial audit that has to be made to fulfil the Security Measures Regulation. This audit was made in June of 2004 in the audited organization, with the next one in 2006. In this audit, 6 smaller deficiencies were detected. After applying our method of audit we verified that all the deficiencies except one had been corrected.
Finally, as a consequence of the information obtained, an improvement in the requirements PDP catalog has been obtained [30] , which as we already commented, corresponds with one of the phases of method SIREN.
Related Work
Some studies related to our proposal, like for example the paper by Shandu and Samarati [24] , provide an introduction to the personal data audit, emphasizing its importance in the organizations which deal with personal character data, and in the paper by Hughes [14] , which in addition, describes the importance of the audits in the health sector. Nevertheless, in these papers, no application to a study case appears, nor are the specific phases of an audit process distinguished.
In the paper by Baldwin and Shiu [1] the data audit is tackled but focuses on how the data are stored and processed in the system, and on how these data are accessed to make the audit. Dowie and Kennedy [10] analyse the audit processes used in several clinics of British Health Service and come to the conclusion that there is a need for strong staff involvement during the running of the audit, as well as highlighting the importance of following audit standards. This practice, despite its importance, is not widely extended according to the paper. These studies underline that improvement in quality obtained in the systems of these organizations is due to accomplishment of the audits. A further contribution of our work is the proposal of a concrete audit method, compatible, among others, with the CobiT Framework, which is the international standard most widely, accepted for the accomplishment of audits.
Lusignan et al. [20] makes a revision of the state of the art about the role of the sanitary computers systems in the protection of the clinical data. This paper includes a table with the chronological order of the different treaties of the EU, where the fundamental principles of the personal data protection have been developed. Furthermore, another table with a comparison of these principles, adding to this comparison, the general principles of the ethics in health computer systems. In this work, therefore, the general bases of the data protection in the EU are established, and the main international work groups of informatics applied to the medicine, focused on the security of the treated data, are identified.
In the papers by van der Haak et al. [31] and of Massacci et al. [21] , practical applications of personal data protection in different European countries, as they are Germany and Italy, respectively, are described. First of them is centred in the identification of specific legal requirements related to the data security and data protection of medical patients, included in electronic clinical files. It is based on the set of laws about data protection existing in Germany. The second paper presents a practical case of the application of a requirements engineering methodology for the fulfilment of the Italian legislation in privacy and data protection, developed by the University of Trento. A contribution of our work with respect to these two is the use of a requirement PDP catalog that gathers, in an understandable language for the requirements engineer, all the requirements related to the privacy and the personal data protection. This PDP catalog developed has validity, carrying out light modifications, in any country of the EU, since it is based among others on the Directive 1995/46/CE [8] and on the Directive 2002/58/CE [9] , which are the base of the privacy laws of any European country.
Duri et al. [11] published a data privacy paper in the domain of the automotive where privacy is understood as the people capacity to decide, when, how and what information about themselves, is accessible to others. This paper proposes different models from policies models of personal data privacy and offers a framework that provides confidentiality and integrity of the data in the telematics services of automotive industry, but does not offer a systematic method to make the audit.
In the paper by Rindfleisch [23] methods and techniques are described to protect the personal data of the medical patients. This work is focused on making the patients aware of the necessity of the protection of their medical data, and of how the technology threatens the privacy of their information. This work provides advice about protecting oneself before these threats occur, but again without following any specific methodology. Finally, in the line of Requirements Engineering, we emphasize the work by Firesmith [13] , which provides examples and directives for requirements engineers to specify suitably security requirement. The different types of security requirements are identified and defined, among which privacy, security audit and physical protection requirements are highlighted. In this work, nevertheless, no concrete methodology is followed to specify these requirements.
In contrast with the previously described works, our paper offers, an integrated systematic method to make an audit of personal data based on international standards of audit (CobiT) and good practices of Software Engineering (SIREN and international standards of Requirements Engineering) and, it is validated in a real study case. Our work completes other current proposals in the audit area.
Conclusions and Further Work
The immediate benefit for an IS that includes the requirements of the PDP catalog is that it will fulfil the LOPD and the RMS "by definition", thus passing the biennial audit demanded by the RMS in organizations which deal with sensitive data (health, beliefs, economy, etc.).
